NHOOPMALIMOHHASA TAMATKA IS OBYYAIOIUXCA 1JIA PASMEINEHUA
HA O®OUIIUAJIBHBIX UHTEPHET-PECYPCAX

C xaabIM r0/10M MOJIOJIE)KH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJIBHUKH OJIHU U3 CAMBbIX
aKkTHBHBIX Moib3oBatesniell Pynera. Mexay TeMmM, IIOMUMO OIpOMHOIO  KOJUYECTBa
BO3MOXKHOCTEH, HHTEPHET HECET U MPOoOIeMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe Oe30macHo
HaXOJUThCS B CETH.

KOMIIBIOTEPHBIE BUPYCbI

KomnbroTepHblil BUPYC — 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCS CHOCOOHOCTh K Pa3MHOXEHMIO. B JomojHeHue x 3Tomy,
BUPYCbl MOTYT HOBPEAWUTh WM IOJHOCTbIO YHUYTOXUTh Bce (Qailibl M JaHHBIE,
MOJKOHTPOJIBHBIC IOJIb30BATENI0, OT HKMEHH KOTOpPOro Oblla 3amylieHa 3apakEHHas
IIporpamMma, a TakXke IMOBPEeIUTbh WIN Ja)ke€ YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BCEMHU
¢aitnamu B enom. B G0JIBIIMHCTBE CiydaeB pacpOCTPAHSIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTtopl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTrpaMM:

1. HUcnonb3yil cOBpeMEHHbIE ONEPALMOHHBIE CHUCTEMBI, UMEIOLUE CEPbE3HBI YPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

2. TlocrostHHO ycraHaBiMBaii mauTH (IU(PPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIIMBAIOTCS C IETBI0 JOPAOTKH TPOTpaMMbl) M JAPyTrHe OOHOBIICHUS CBOCH
orepaloHHoi cuctembl. CkaunuBail UX TOJNBKO ¢ OUIIMANBHOTO caiiTa pa3paboTdynka
OC. Ecnu cymecTByeT pekUM aBTOMAaTUUE€CKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTCPEC IO IIpaBaMM IIOJB30BATCIIA, 4 HC aIMHHUCTpPATOPA.
OTO0 HE NO3BOJIUT 6OJII)IHI/IHCTBy BPCAOHOCHBIX IMPOrpaMM MHCTAJUIMPOBATHCA Ha TBOEM
IICPCOHAIIbBHOM KOMIIBIOTEPC,

4. Vcnonb3yil aHTUBHUPYCHBIE MPOrPaMMHBIE MPOAYKTHl U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3HUECKUN JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonp3yil BHeLIHHE HOCUTENU MH(GOpMAIMU, TaKue Kak (remka, TucK uian (ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He oTkpsIBaii KOMIBbIOTEPHBIE (ailibl, TOTyYEHHbIE U3 HEHAAEKHBIX UCTOUHUKOB. J{axe
Te (ailsibl, KOTOpbIE MpHCIAJ TBOM 3HAKOMBIH. JIydille yTOUHHU Y HETO, OTIIPABJISUL I OH
TeOe ux.

CETU WI-FI

Wi-Fi - 510 He Bu1 epeaayun TaHHBIX, HE TEXHOJIOTHs, @ BCET0 JIHUIIb Opena, Mapka. Eme B 1991
roqy HHJEpJaHicKas KommaHus 3apeructpuposaia Openn «WECA», uro o0o3Hagano
cioBocouetanue «Wireless Fidelity», KoTopblii mepeBoANTCS Kak «OeCIpOBOIHAS TOUHOCTbY.

Jlo Hamero BpeMeHH JIoIuIa Ipyras ab0peBuaTypa, KoTopas sSBISETCS TAaKOW e TEXHOJIOTHEH.
Oto abbOpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObLIO JaHO ¢ HAMEKOM Ha CTAaHAAPT BBICIIMA
3BykoBoM TexHuku Hi-Fi, uto B mepeBosie 03HauaeT «BbICOKAsI TOUHOCTHY.
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Jla, OecrutaTHBIA HMHTEPHET-IOCTYN B Kade, OTEIAX W a’dpomopTax SBIAECTCS OTIWYHOMN
BO3MOYXHOCTBIO BBIX0J1a B UHTEPHET. HO MHOTHE 3KCIIEPTHI CYMTAOT, UTO 00IIEAOCTyIMHBIE Wi-
Fi cetu He sBisitOTCS O€30MIACHBIMHU.

Cogersl 110 Oe30macHOCTH paboTre B 001IeA0CTyHbIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuuHyl0 HHpopManuiw uepes odOmenoctymasie Wi-Fi cern.
Paboras B HUX, *KeaTenbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI U KAKHE-TO HOMEPA;

2. Hcmonb3yit 1 OOHOBJISIE aHTHBHPYCHBIC MPOrpaMMbl U OpaHamayep. TeM camMbIM Thl
obe3omnacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOKMCTBO;

3. Ilpm wucnoms3oBanum Wi-Fi otkmoun ¢yHkmmo «OOmmit moctynm K dainam wu
npuHTepam». [lanHas QyHKIUS 3aKpeiTa MO YMOJIYAHUIO, OJHAKO HEKOTOPBIC
MOJIb30BATEIIM aKTUBUPYIOT €€ ISl yA00CTBa MCIOIB30BaHus B paboTe min yueoe;

4. He ucnone3yit nyonnunsidi WI-FI mayis nepenauu JIMUYHBIX JaHHBIX, HallpuMep s
BBIXOJIa B COLIMAJIBHBIE CETU WIH B JJIEKTPOHHYIO II0UTY;

5. Hmnonw3yii Tonpko 3anumenHoe coeauaenne yepe3 HTTPS, ane HTTP, 1.e. npu Habope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B wMobunsHOM Tenedone otkitoun GyHknuto «[loakmouenue k Wi-Fi aBToMaTH4eCKm».
He nomyckaii aBTOMaTu4ecKoro noAKIIOUYEeHUs ycTpolcTBa K cetam Wi-Fi 6e3 TBoero
COTJIACHSL.

COLUAJIBHBIE CETH

CounanbHble CETH aKTHBHO BXOJST B HAIy JKH3Hb, MHOTHE JIIOAM PAabOTAIOT U KHBYT TaM
nmoctosiHHo, a B Facebook yke 3apernctpupoBaH MIULIHAP] YEIOBEK, YTO SIBIISICTCS OJIHOM
CeIbMOM BCEX JKUTEJCH TUIaHeThl. MHOTHE IMOJIb30BaTeIM HE TMOHUMAIOT, YTO MH(OpMAIus,
pasMCIICHHAA UMHU B CONUAJIBHBIX CETAX, MOXKET OBITH HaﬁneHa 1 UCIIOJIb30BaHAa KEM YroaHo, B
TOM YHCJIE HE 0053aTeNIbHO ¢ OJaruMHu HaMEPEHHSIMH.

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH B COUAJIbHBIX CCTAX:

1. Orpanuub cnucok apy3eil. Y 1e0s B ApPYy3bsiX HE JOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBO YacTHYIO *kH3Hb. He yka3piBail maposu, TenedoHsl, ajpeca, 1aTy TBOETO
POXKICHUS U IPYTyI0 JIUYHYI0 HHPOpPMAIHIO. 3II0YMBIIIJIEHHUKHA MOTYT UCIIOJIb30BaTh
Jake MH(QOPMAIUIO O TOM, KaK Thl U TBOU POAUTEINH IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammimai cBOIO peIyTaIyio - ACPXKHU e¢ B YUCTOTE M 3a7aBail cede BOMPOC: XOTEN ObI
ThI, YTOOBI APYTHUE MOIH30BATEIN BUACIH, UTO ThI 3arpyxaeiis? [logymaii, mpexae yem
YTO-TO OIYOJIMKOBATh, HAMCATDh U 3arPY3UTh;

4. Ecnu Tl TOBOPHILB C JIIOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIOIb3YH CBOE PeaIbHOE UMS
U APYTYIO JINYHYIO HH(OpPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€Obl U MPOYEE;

5. U3Geraii pazmemenus potorpaduii B MUuTepHeTe, re Tl H300pakeH Ha MECTHOCTH, 110
KOTOPOH MOKHO ONIPEEIUTh TBOE MECTOIIOJIOKCHHE;
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6. Ilpm perucrpanuu B COIHAIBHONW CETH HEOOXOIUMO HCIOIb30BaTh CIIOYKHBIE MapOJIH,
cocTosre U3 OyKB U IU(pP U ¢ KOTUIESCTBOM 3HAKOB HE MEHEE §;

7. Jlna couManbHOM CeTH, MOYTHl U JIPYTUX CATOB HEOOXOAMMO MCIIOJb30BaTh pa3HbIE
napoisid. Torna ecnu Te0st B37I0MAIOT, TO 3JI0YMBIIIJICHHUKH TTOJIy4aT AOCTYH TOJBKO K
OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIEKTPOHHBIE JEHbBI'!

9J'IeKTp0HHBI€ JCHBI'H — 3TO OYCHb y,Z[O6HBII>i croco0 HJ'IaTe)KCfI, OJIHAKO CYIICCTBYIOT
MOIICHHHUKH, KOTOPBIC XOTAT NOJYUUTH 3THU ACHBI'U.

BHGKTPOHHBIG JCHBI'H IIOABHJIIMCH COBCEM HCEAABHO W HMCEHHO H3-3a 3TOI'0O BO MHOI'HX
rocyaapCtBax a0 CUX IIOp HEC HNPOIHMCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU QYHKIIMOHUPYIOT U O HUX YK€ IIPOMUCAHO B 3aKOHE, IIe UX Pa3AeisaioT Ha
HECKOJIbKO BHJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3pemiaeTcss NPOBOAUTH OmNepanuud 0e3 HASHTH(PHUKAIMU TOJb30BaTeNsl, a B
HEAHOHMMHBIX UICHTH(PHUKAIIUY TTOTH30BATEIIS SABIISCTCS 00S3aTEIBHOM.

Tarke cienyer pasnuuaTh 53JEKTPOHHbIE (HUATHbIE JEHBI'M (PaBHBI T'OCYJApCTBEHHBIM
BAJIIOTaM) M AJIEKTPOHHBIC He(hUaTHBIE IEHBIY (HE paBHBI TOCYJAPCTBEHHBIM BAJIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMH ACHbI'aMMU:

1. IlpuBsku K cuery MOOWMIBHBIN TenedoH. DTO camblii YIOOHBIH M OBICTPBINA CHOCOO
BOCCTAHOBHUTB JIOCTYII K cueTy. [IpuBs3aHHbIN TeIePOH ITOMOXKET, eci 320y IeIIb CBOU
TUIATE)KHBIM TApOJIh WM 3aiIeIIb Ha CAUT ¢ HE3HAKOMOTO YCTPOWCTBA;

2. Wcnonp3yii ogHOpa3oBsie napoin. [locie nmepexoma Ha yCHICHHYIO aBTOPU3ALINIO TeOe
yKe He Oy/IeT yrpoXaTh OMACHOCTh KPaXKH MITH TMepexBaTta MIaTeKHOro MapoJis;

3. Bribepu cnoxxHbIi naposnk. [IpectymmankaM OyaeT He POCTO yraiaTh CIOKHBIA TapoJIh.
HanexHble mapoiar — 3TO apoJin, KOTOPbIE COAEpkKAT HE MEHEE 8 3HAKOB U BKIIOYAOT
B ce0sl CTPOYHBIE U NTPONUCHBIE OYKBBI, IIUPPHI K HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK
noiapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Harmpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE JaHHBIC HA CAalTax, KOTOPHIM HE JIOBEPSEIIIb.
JJIEKTPOHHAS ITOYTA

DNEeKTpOHHAsl MoYTa — 3TO TEXHOJIOTUS U IMPEIOCTaBIIIEMbIE €10 YCIYIH MO MEPEChUIKE U
MOJIYYEHUIO 3JIEKTPOHHBIX COOOIEHHH, KOTOpBIE PACIpPENeNOTCS B KOMIIBIOTEPHOM CeTu.
OOBIYHO ~ 9JEKTPOHHBIA  MOYTOBBIM  SIMK  BBIVISIAUT — CJHEAYIOIIMM  OOpa3oM:
UMS_TI0JIb30BATENA(@UMS_JloMeHa. Takke KpoMe Iepeadyd IpOCTOro TeKCTa, HMEeTCs
BO3MOXKHOCThH TepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 06€301acHO paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hapno BbIOpaTh MpaBWIIbHBIN MOYTOBBIN cepBHC. B MHTEpHETE €cTh OrPOMHBIN BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JyYIlle JOBEPSTh TE€M, KOIO 3HAEHIb U KTO
TIEPBBII B PEUTHHTE;
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He ykaswiBaii B nu4HOM mouTe JuuHylo MHpopManuro. Hanmpumep, mydiie BbIOpaTh
«My3BIKaTbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

Hcnonp3yii ABYX3TalHYIO aBTOPU3ALMIO. JTO KOIJIa MOMHMO apoJisi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMbIil mo SMS;

BeiOepu cnoxHblii maposib. /i KakJOro IOYTOBOIO SLIMKA JOJKEH ObIThb CBOM
HAJICKHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

Ecnu ecTh BO3MOKHOCTH HAITMCATh caMOMy CBOM JIMYHBIM BOIIpPOC, I/ICHOJ'II)3YI71 Ty
BO3MOXXHOCTD,

Hcnonb3yil HECKOJBKO TMOYTOBBIX SIIMKOB. IlepBbI JJ11 4YacTHOM MEPENHUCKU C
aZjpecataMmu, KOTOPBIM Thl IOBEPSEIIb. DTO AIECKTPOHHBIN aJIpec HEe HAJI0 UCITIOIb30BATh
IIPU perucTpanuu Ha GopyMax U caiTax;

He oTkpeIBaii (haitinbl u Apyrue BIOKEHUS B MMChMAaXx J1aXKe €CIIM OHU MPHIILIA OT TBOMX
apys3eil. Jlydiie yTouHu y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (aiibl;

[Tocne okoHuaHust pabOTHI HA IOYTOBOM CEPBHCE MEPE 3aKPHITUEM BKIIAIKHU C CAaliTOM
He 3a0y]1b Ha)KaTh Ha «BbIiTN».

KHUBEPBYJIVIMHI" WJIM BUPTYAJIBHOE U3JIEBATEJIBCTBO

KubepOynauHr — mpecieoBaHue COOOIIEHUSMHU, COIAEPKAIIMMHU OCKOPOJICHHUS, arpeccHio,
3aIyTUBAHKE; XYJIUTAHCTBO; COIMAITBHOE OOHKOTUPOBAHUE C MIOMOIIBIO PA3IMUHBIX HHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1.

He 6pocaiics B 60i. JIyummmii cnoco0: MOCOBETOBATHCS Kak ce0si BECTH U, €CJIA HET TOTO,
K KOMy MOXHO OOpaTUThCSA, TO BHAYale YCHOKOWThCA. Eciu Thl HauHeIb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIe pa3oskKelb KOH(IHUKT;

VYnpasisii cBoel kubeppemnyranuei;

AHOHUMHOCT, B CETH MHHUMas. CYHIGCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;,

He ctout Bectn xynuraHnckuii oOpa3 BUpTyalibHOH ku3HU. VHTEpHET (ukcupyer Bce
TBOM JICHCTBUS U COXpaHAET UX. Y JaUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

Cobnronait cBOI BUPTYaIbHYIO YECTh CMOJIONY;

Wrnopupyit eanHn4HbIi HeratuB. OAHOPa30Bble OCKOPOUTEIbHBIE COOOIECHHS JTydllle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4albHOM CTauM;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIECHUSMH, B COIIMATBHBIX
CETSX €CTh BO3MOXKHOCTB OJIOKUPOBKH OTITPABKH COOOIICHHH C ONIPEIeTIEHHBIX aIpECOB;

Eciu Tl cBumerens kubepOymnuHra. TBou AEWCTBUS: BBICTYNIUTH IPOTHUB
mpeciieoBareisi, IoKa3aTh €My, 4YTO €ro JICHCTBUS OIEHUBAIOTCS HETaTHBHO,
MOJJIEPKATh KEPTBY, KOTOPO HY)KHA TICHXOJIOTMYECKAs TOMOII[b, COOOIIUTE B3POCIBIM
0 (hakTe arpecCUBHOTO MOBE/ICHHS B CETH.
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MOBWIbHBIN TEJJE®OH

CoBpemenHble cMapTHOHBI U MJIAHIIETHI COJEpKaT B ceOe BIIOJHE B3POCHBIA (PYHKIIMOHAN, U
Tenepb OHM MOT'YT KOHKYPHPOBATh CO CTAllMOHAPHBIMHU KoMIlbroTepamu. OnHaKo, CpencTB
3alIUTHI JJIS1 TOJJOOHBIX YCTPOMCTB MOKa O4eHb Masio. TecTHpoBaHUE U MOUCK YSI3BUMOCTEH B
HUX IPOMCXOIUT HE TaK MHTEeHCUBHO, Kak /i IIK, To ke camoe kacaercs M MOOMJIBHBIX
IIPUIIOKEHUHN.

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl yXe MNPaKTHYECKH JOTHAIM HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacuipeHre (yHKIMOHAJa BIeYeT 3a cOoOOW OOJBIIYIO CIOXHOCTh U MEHBIIYIO
3alUIIEHHOCTD.

I[EUICKO HC BCC IIPOU3BOAUTCIIU BBIITYCKAIOT O6HOBJI€HI/ISI, 3aKpbIBAIOIUC KPUTHYCCKUC
YA3BUMOCTHU IJI CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TesieoHa:

1. Huuero He sBIsIeTCS IMo-HaCTOALICEMY OecCIUTaTHBIM. By,Z[B OCTOPOXKCH, BCAb KOI'la Tebe
npeajiararot OecIuIaTHBIN KOHTCHT, B HEM MOI'YT OBITH CKPBITBI KAaKHEC-TO IIJIATHBIC

yeyru;

2. Nymaii, nmpexxae yem otnpaButh SMS, ¢oto wimm Buzaeo. Tel TOUHO 3HAEHIb, I/I€ OHU
OyAyT B KOHEUHOM uTOre?

3. HeoOxoammo 0OHOBIISTH OTICPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Wcrnonp3yii aHTHBHPYCHBIE IPOTPAMMBI [T MOOMIIBHBIX TeIe(OHOB;

5. He 3arpy>1<a171 MMPUITOKCHUA OT HECU3BCCTHOI'O UCTOYHUKA, BCIb OHU MOI'YT COACPIKATDH
BPCAOHOCHOC NPOIrpaMMHOC O6CCHC‘~ICHI/IG;

6. Ilocne Toro kak ThI BBIMIEIIL C caiiTa, IJie BBOAWI JTUYHYIO HHPOpPMAIIUIO, 3211 B
HacTpOUKHU Opay3epa u ynanu cookies;

7. HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ KaKHC IUIATHBIC YCIIYI'M dKTUBUPOBAHBI HA TBOCM HOMCEPC,

8. aBaii cBOif HOMEp MOOMIILHOTO Tene(OoHa TOIBKO JIFOJISIM, KOTOPBIX THI 3HACIIb U KOMY
JIOBEpSIEIIb;

9. Bluetooth momkeH OBITH BBIKITFOUEH, KOT/Ia Thl HM HE TOJIb3yelibest. He 3a0biBaii mHOT A
MIPOBEPSTH ITO.

ONLINE UI'PbI

CoBpeMeHHbIE  OHJIAWH-UTPBl — 3TO  KPAcOYHBIE, 3aXBaThIBAIOIIME  pa3BJICUCHUS,
00BEIUHSAIONINE COTHH THICSY YEJIOBEK M0 BceMy MHpY. VITpoku UCCIeayIOT JaHHBIM UM MHP,
OOIIAFOTCS APYT C IPYTOM, BHITIOTHSIOT 3aJJaHUs, CPAKAIOTCS ¢ MOHCTPAMU U TIOJTYYarOT OIIBIT.
3a y/JI0BOJBCTBUE OHM ILIATAT: MOKYIMAIOT JUCK, OIUIAYMBAIOT A0OHEMEHT WJIU MPUOOpPETaroT
KaKHe-TO OIIIHH.

Bce atu cpenctBa uayT Ha mojanep:KaHUE U Pa3BUTHE WUIPHI, a TAKXKe Ha caMmy 0e30I1aCHOCTD:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPH3AIIMH, BBIITYCKAIOTCS HOBbIE MaTuu (LU(POBBIE 3aIIATKH
JUIS IPOTPAaMM), 3aKPBIBAIOTCS! YSI3BUMOCTH CEPBEPOB.
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B HO,I[O6HBIX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOHUX COIICPHUKOB, CKOJIBKO KpPaXHU TBOCTO
mapoJjisgd, Ha KOTOpOM OCHOBaHa CUCTCMaA aBTOpU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IACHOCTU TBOETO HUI'POBOI'0 aKKayHTa:

1.

Ecnu npyroit urpok Beaer ceds MI0X0 WM CO3AaeT Tebe HeMPHUATHOCTH, 3a0I0KUpYH
€ro B CIIMCKE UTPOKOB;

[Toxxanylicsa aaMMHHUCTpATOpPaM UIPbI HA MJIOXOE ITOBEAEHHUE ITOI0 UTPOKA, KEIATEIHHO
IIPUIIOKHUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

He yka3biBaii muunyto nHpopmanuio B mpodaiisie urpsl;
VYBaxkall Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii Heo(uIuaabHble TaTYH U MOJIBI;
Hcnonb3yit CoXKHBIE U pa3HbIe MapoIy;

Jlaxxe BO BpeMsl WIpbl HE CTOMT OTKJIKOYaTh aHTUBUpYC. Iloka ThI urpaeunib, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIINHI" NI KPAXA JIMYHBIX TAHHbIX

OOBIYHOM Kpa>1<el71 ACHET' U JOKYMCHTOB CCrOJHA YK€ HHUKOI'O HE€ YAUBUIIL, HO C PA3BUTUECM
I/IHTepHCT-TGXHOHOFI/If/'I 3JIOYMBIIIJICHHUKH TNICPEMECTUIIMChL B HMHTCPHCT, W IMPOAOJIKAIOT
3aHUMATBCS «JTFOOMMBIM) JACIO0M.

Tak mosBHiace HOBas yrposa: HMHTEPHET-MOIICHHUYECTBA WJIM (DHUINMHT, TJaBHAs IIeNb
KOTOPOTO COCTOUT B MOJIyYeHHH KOH(HUICHIMAIBHBIX JaHHBIX OJIH30BATENICH — JIOTUHOB U
napouieii. Ha anrnuiickom si3pike phishing unraercs kak ¢uumar (ot fishing — priGHast 10814,
password — mapouib).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1.

CJ'IGI[I/I 34 CBOMM aKKayHTOM. Ecmu T1 moaO3pe€Baciib, YTO TBOSA AHKETA ObLIa B3JIOMaHa,
TO HeO6XOI[I/IMO 3a6HOKI/IpOBaTL cC COO6IJ_II/ITB AIMUHUCTpATOpAM pecypca 00 3TOM Kak
MOKHO CKOpEC,

Hcnone3yit Oe3onacHbie BeO-CalfThl, B TOM UUCIIE, HHTEPHET-Mara3uHoOB U TTOUCKOBBIX
CHCTEM;

Hcnone3yit crioxkHble M paszHble maponu. Takum oOpa3oM, eciu TeOsl B3IOMAIOT, TO
3JIOYMBIIUICHHUKH TTOJTYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPODUITIO B CETH, a HE KO
BCEM;

Ecnu te6s B3oManu, To HE0OOXOIUMO MPEIYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
no06aBiieHsbl y T€0s B IpY3bsIX, O TOM, UTO T€0sI B3JIOMAJIN U, BO3MOXKHO, OT TBOETO UMEHU
OyZeT paccbuiaThCs CllaM U CChUIKU Ha (PUIIMHTOBbIE CalThI;

YcranoBu HagexHbli mapois (PIN) Ha MoOMIbHBIHN TenedoH;

OTKJII0YM COXpaHEHHE Mapoisi B Opaysepe;
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7. He otkpsIBail (haiinbl U Apyrue BIOXKEHUS B IMCbMAaXx J1aXe €CJIM OHHU MPUIIUIN OT TBOUX
npys3eit. Jlydine yTouHd y HUX, OTHPABJIsUIN JIM OHU TeOe 3TH (paitiibl.

[HUPPOBASA PEIIYTALIUA

[udposas permyramus - 3TO HEraTUBHAs WIM IMO3UTHBHAasA HMH(GoOpManus B ceTH O Tede.
Komnpomerupyromas uadopManus pasMelieHHas B UHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTPa3UThCs HA TBOEH peanbHOM ku3HU. «L{udposas pemyramus» - 3T0 TBOH UMUK, KOTOPBII
dhopmupyetcs n3 nHGOpMaIHK O TeOE B MHTEPHETE.

TBoe MecTO XUTENbCTBa, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX — BCE 3TO HAKAIUTBACTCS B CETH.

MHorue nOoApOCTKH JIETKOMBICICHHO OTHOCATCS K MyONMKAalMW JIMYHOM WHpOpManmuu B
WHuTepHeTe, HE TOHUMAs BO3MOXKHBIX ITOCIEACTBUH. ThI 1ake HE CMOXKEIIb JOralaThCs O TOM,
4to (hoTorpadus, pasMelIeHHas S JeT Ha3a/l, cTaja IPUYNHON 0TKa3a NpUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienre TBoux Gororpaduii u pyrue A1eicTBUS MOTYT HE UCUE3HYTh JJaXKe
MOCJIE TOTO, KaK ThI UX yIaJIHIIb. ThI HE 3HACIIH, KTO COXPAHUI 3Ty UH(OPMAIIHIO, ITOTAIa JIN
OHAa B TIOMCKOBBIE CHCTEMbl M COXPaHHWJIACh JHM OHAa, a TJIABHOE: YTO MOAYyMalT O Tebe
OKpY>KaloIlee JIFOAM, KOTOpble HAMAYT U YBUAAT 3T0. HaliTu mHbOpMaIio MHOTO JIET CITYCTS
CMOXeT J1I000H — Kak U3 I00phIX MOOYKIEHUH, TaK U C HAMEPEHUEM MPUYUHHUTH Bped. DTO
MOXET OBITh KTO yTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE MU(POBON PEITYTAIINH:

1. Tlomymaii, mpexae 4eMm 4YTO-TO MyOJMKOBaTh U IMepenaBaTh y ceOs B 0Jiore Wid B
COITMAJIbHOM CETH,

2. B Hacrtpoiikax npo¢uisi ycTaHOBU OTpaHUYCHHs Ha MPOCMOTP TBOETO MPOQUIS U €ro
COAEPIKUMOTO, CAETAN €ro TOJIBKO «JIJIs APY3Eh»;

3. He pa3smemaii u He yka3piBail HHPOpPMAIHIO, KOTOpas MOXKET KOT0-TH00 OCKOPOIATh
U O0MXKaTh.

ABTOPCKOE ITPABO

CoBpeMeHHbIE IIKOJbHUKH— aKTHUBHBIE MOJBb30BaTeNN HU(PpoBOro mpocrpaHcTBa. OMHAKO
JalieKo HE BCe 3HAIOT, UTO MOJIh30BaHINE MHOTUMH BO3MOXKHOCTSIMH IU(PPOBOTO MHpa TpeOyeT
coOJTI0/IeHUsI TPAB Ha UHTEJUICKTYAJIbHYI0 COOCTBEHHOCTD.

TepMuH «HMHTeNIEKTyanbHass COOCTBEHHOCTb» OTHOCHTCS K PAa3JIMYHBIM TBOPEHHIM
YeJI0BEYECKOI0 yMa, HAUYMHAas C HOBBIX U300peTeHHI 1 3HaKOB, 0003HaYar0INX COOCTBEHHOCTh
Ha TPOAYKTHl M YCIYrH, M 3aKaHUUBas KHUTaMu, ¢ororpadusMu, KuHOQUIBMAMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IIpaBa — TO MpaBa Ha HHTEJUIEKTYalbHYI0 COOCTBEHHOCTDb Ha MPOU3BEICHHS HAYKH,
JUTEpaTypel U UCKYCCTBAa. ABTOPCKME MpaBa BBICTYNAIOT B KA4€CTBE TapaHTHH TOTO, YTO
MHTEIJUIEKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa He OyleT HampacHbBIM, JaCT MY CIpaBeIIHBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3yIbTaTax CBOETO TPYAA, OJYyYUTh U3BECTHOCTh U IPU3HAHHUE.
Hukto ©0e3 paspemieHus aBTopa HE MOXET BOCIPOU3BOJUTH €ro IpOU3BENIECHHE,
pacnpocTpaHsiTh, MYOIMYHO JAEMOHCTPUPOBATH, IPOJAaBaTh, HUMIOPTHPOBATh, MYCKAaTh B
IIPOKAT, MyOJIMYHO MCTIONHSATH, TOKa3bIBATh/UCIIONHATE B 3¢upe nim pa3meniats B lHTEepHETE.
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Vcnonb30BaHue «IMpPaTCKOro» IMPOrpaMMHOIO OOECHEYeHHMsT MOXKET MPUBECTH K MHOTIMM
pUCKaM: OT TMOTEpU JAHHBIX K TBOMM aKKayHTaM 10 OJIOKUPOBKH TBOErO YCTpPOICTBa, Tae
YCTAHOBJICHHBIN He JierajibHas nporpamma. He crtouT Takke 3a0bIBaTh, 4TO CYIIECTBYET
JierabHbIe U OECIIaTHBIE IPOTPaMMbl, KOTOPBIE MOXXHO HAWTH B CETH.

O ITOPTAJIE

CereBU4OK.p(h — TBOM TJIABHBII COBETUYHK B CETH. 3/1€Ch ThI MOXKEIIIb Y3HATH O O€30MACHOCTH B
CETH TIOHSATHBIM W JOCTYIHBIM SI3BIKOM, a TP BO3HUKHOBEHUW KPUTHYECKOW CHUTYyaIluu
00paTUThCS 32 COBETOM. A TaKXKe MPHUHITH YU4aCTHE B KOHKYPCAaX M CTaTh CAMBIM IH(PPOBHIM
rpak1aHuHOM !
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